Overview

Forefront Unified Access Gateway 2010 (UAG) delivers comprehensive, secure remote access to corporate resources for
employees, partners, and vendors on both managed and unmanaged PCs and mobile devices. Utilizing a combination of
connectivity options, ranging from SSL VPN to DirectAccess, as well as built in configurations and policies, UAG provides
centralized and easy management of an organization's complete anywhere access offering.

Integrating a deep understanding of the applications published, the state of health of the devices being used to gain
access, and the user's identity — UAG enforces granular access controls and policies to deliver comprehensive remote
access, ensure security, and reduce management costs and complexity.

Key Benefits

Anywhere Access

Forefront Unified Access Gateway makes it easier for organizations to deliver secure remote access to their applications
and resources and improve employee and partner productivity, by combining an intelligent access policy engine and
consolidating a variety of connectivity options including SSL VPN and Direct Access.

e Empower employees, partners, and vendors to be productive from virtually any device or location through
integrated SSL VPN capabilities.

e Deliver simple and secure access optimized for applications such as SharePoint, Exchange, and Dynamics CRM.
e Extend networking connectivity with Windows DirectAccess to existing infrastructure and legacy applications.
Integrated Security

Forefront Unified Access Gateway improves the security in remote access scenarios by enforcing granular access
controls and policies that are tailored to the applications being published, the identity of the user, and the health status
of the device being used. UAG further improves security by enabling strong authentication to applications and mitigating
the risks of downloaded data from unmanaged devices.

e Protect IT assets through fine-grained and built-in access policies that provide access to sensitive data based on
identity and endpoint health.

e Easily integrate with Active Directory and enable a variety of strong authentication methods.
e Limit exposure and prevent data leakage to unmanaged endpoints.
Simplified Management

With Forefront Unified Access Gateway, administrators have a single platform through which to deliver and manage
remote access. With built in policies and configurations for common applications and devices, administrators gain more
control, more efficient management, greater visibility, and lower total cost of ownership.

e Consolidate remote access infrastructure and management.
e Simplify deployment and ongoing tasks through wizards and built-in policies.

e Reduce support costs by delivering a simplified connectivity experience for users.



